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CENTRAL RAX CENTS) Attorney Docket No. 1422-0001 

nr-r* «. ~ onno Customer Number 36291 

DEC 2.2 2008 
AMENDMENTS TO THE CLAIMS 

This listing of claims replaces all prior versions and listings of claims in the application. 

Listing of Claims 

1. (Currently Amended) A system for denying or allowing delivery of an 
incoming electronic mail (e-mail) message from a source e-mail server, said incoming 
message indicating a source e-mail server[[,]] identity and a source domain , and an 
addroocoo for tho mocsage associated w ith the source e-mail server, said system 
comprising: 

a central e-mail server registry database for storing information regarding a+l-e- 
mail sorvors and domains combinations of e-mail server identities and associated 
domains that are authorized to send e-mail messages over the Interne t, wherein each 
e-mail server identity in the registry includes both a n e-mail server name as defined in 
the e-mail server's Domain Name Services (DNS) entry and an Internet Protocol (IP) 
address ; 

mccinG f or tho addrooc o o to cpocify charaotor i sticc of domaino that are 
author i zed to cond o ma i l mocsagos to th e address e e; 

means for an o ma i l a receiving e-mail server serv i ng the addressee to access 
information from the registry database to determine whether the oouroo domain 
possesses the -pnnifinH rhornrtnriptinp combination of the source e-mail server identity 
and the associated source domain included in the in coming e-mail message is an 
authorized combination ; and 

means for allowing delivery of the incoming e-mail message if the courco domain 
pocc o cees tho s pec i fied characterist i cs combinatio n included in the incoming e-mail 
message is an authorized combination , and denying delivery of the incoming e-mail 
message if the oourco domain do o s not poc c oss tho specified character i stic s 
combination included in the incoming e-mail message is not an authorized combination. 
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2. (Currently Amended) The system of claim 1, wherein the information 
regarding al l authorized o mail sorvoro and domains combinations of e-mail server 
identities and associated domains includes a status of each e-mail server's registration 
with the registry database, said status indicating whether each server is registered, 
whether the server's associated domains are registered, and whether the registrations 
are in good order. 

3. (Currently Amended) The system of claim 2, wherein the means for 
allowing delivery and denying delivery of the incoming e-mail message includes means 
for denying delivery if the oouroo domain combination is not registered, or if the 
registration of the source domain is not in good order. 

4. (Currently Amended) The system of claim 2, wherein the means for 
allowing delivery and denying delivery of the incoming e-mail message includes means 
for denying delivery if the source domain is not associated with the source e-mail server 
identity . 

5. (Currently Amended) The system of claim 2, wherein the information 
regarding all authorized o mai l sorvoro and domains combinations of e-mail server 
identities and associated domains also includes a country code indicating a country of 
origin associated with each registered domain. 

6. (Currently Amended) The system of claim 5, wherein the information 
regarding a ll outhorkod o mail oorvors and domains combinations of e-mail server 
identities and associated domains also includes an industry code indicating an industry 
associated with each registered domain. 

7. (Original) The system of claim 6, wherein the industry code is selected 
from industry codes defined by the North American Industry Classification System. 
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8. (Currently Amended) The system of claim 7, wherein the information 
regarding a l l authorized o ma i l oorvoro and domains combinations of e-mail server 
identities and associated domains also includes a class code indicating a type of 
business associated with each registered domain. 

9. (Original) The system of claim 8, wherein the class code is selected from a 
group consisting of: 

corporate business; 

retail sales business; 

corporate sales business; 

corporate professional services business; and 

consumer professional services business. 

10. (Original) The system of claim 2, wherein the means for allowing delivery 
and denying delivery of the incoming e-mail message also includes means for denying 
delivery if the source e-mail server is not registered with the central registry database, 
or if the source e-mail server's registration is not in good standing. 

1 1 . (Currently Amended) The system of claim 10, further comprising: 

a local registry database associated with the receiving e-mail server oorving the 
addrooGOO for downloading predefined information from the central registry database; 

means within the receiving e-mail server s erving the addroos ee for accessing the 
local registry database in a first attempt to determine whether the source e-mail server 
and/or and source domain are registered in good standing, and whether the sourc e 
domain pooooocos tho opooifiod character i stics combination is an authorized 
combination ; and 

means within the receiving e-mail server serving tho addressee for accessing the 
central registry database in a second attempt to determine whether the source e-mail 
server and/or and source domain are registered in good standing, and whether the 
oouroo doma i n poosesseo th o spoc i fiod characteristics combination is an authorized 
combination , said second attempt being made in response to determining that the 
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source e-mail server and/or or source domain a*e is not registered in the local registry 
database. 

12. (Currently Amended) A computer-implemented method of denying or 
allowing delivery of an incoming electronic mail (e-mail) message from a source e-mail 
server , said incoming message indicating a source e-mail server[[,]] identity and a 
source domain , and an addr e ssee for the message associated with the source e-mail 
server , said method comprising the steps of: 

storing in a contro l e mail server registry database, i nformation regarding a l l e - 
mail servers and domains authorized to s ond e mail messag e s ovortho Int e rnet - ; 

spec i fying for th o addr o ssoo, ch a ractorictics of domains that are author i zed to 
sond e mail messages to th e address ee ; 

receiving the incoming e-mail in an o m ail a receiving e-mail server serv i ng the 
address ee; 

accessing by the receiving e-mail server serving the addressee , information from 
the a central registry databas e, said information including combinatio ns of e-mail server 
identities and associated domains that are authorized to se nd e-mail messages over the 
Internet, wherein each e-mail server identity includes both an e-mai l server name as 
defined in the e-mail server's Domain Name Services (DNS) entry and an Internet 
Protocol (IP) address : 

determining whether the source domain po s sesses th e specifi e d charactor i stics 
combination of the source e-mail server identity and the asso ciated source domain 
included in the incoming e-mail message is an authori zed combination: 

allowing delivery of the incoming e-mail message if the sourco domain 
poss o ss e s tho sp e cified characteri s tics combination included in the incoming e-mail 
message is an authorized combination ; and 

denying delivery of the incoming e-mail message if the sourco doma i n doos not 
poss e ss tho specified charactoristics combination included in the incoming e-ma il 
message is not an authorized combination . 

13. (Canceled) 
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14. (Original) The method of claim 12, further comprising denying delivery of 
the incoming e-mail message if the source e-mail server is not registered in the central 
registry database. 

15. (Original) The method of claim 12, further comprising denying delivery of 
the incoming e-mail message if the source domain is not registered in the central 
registry database. 

16. (Currently Amended) The method of claim 12, further comprising denying 
delivery of the incoming e-mail message if the information in the central registry 
database indicates that the source e-mail server a nd/or or source domain do not have a 
registration in good standing. 

17. (Original) The method of claim 12, further comprising denying delivery of 
the incoming e-mail message if the source domain is not associated with the source e- 
mail server. 

18. (Currently Amended) The method of claim 12, further comprising, before 
receiving the incoming e-mail, the steps of: 

downloading from the central registry database to the receiving e-mail server 
corving tho addressee, predefined information from the registry database; and 

storing the downloaded information in a local registry database associated with 
the receiving e-mail server corv i ng tho addross ee. 

ig. (Currently Amended) The method of claim 18, further comprising, after 
receiving the incoming e-mail, the steps of: 

accessing by the receiving e-mail server oorving tho addrossee , the local registry 
database in a first attempt to determine to determine whether the source e-mail server 
and/or and source domain are registered in good standing, and whether the source 



Response - PAGE 6 of 16 



PAGE 7/9 ■ RCVD AT 12/20/2008 6:59:51 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-4/14 * ONIS:2738300 ' CSID:9r23852910 " DURATION (mm-ss>:13-50 



02/17/2005 16:36 9723852910 



STEVEN SMITH 



PAGE 08/17 



Attorney Docket No. 1422-0001 
Customer Number 36291 

doma i n possoocoo tho opoo i fi o d charocteriB t i rs combination included in the incoming e- 
mail message is an authorized combination ; and 

if the source e-mail server aftd/ef or source domain afe js not registered in the 
local registry database, accessing by the receiving e-mail server oorv i ng tho addresse e, 
the central registry database in a second attempt to determine whether the source e- 
mail server andtef and source domain are registered in good standing, and whether the 
souroo domain pooooo o eo tho pp e oifiod characteristi c s combination included in the 
incoming e-mail message is an authorized combination . 

20. (Original) The method of claim 18, further comprising periodically 
refreshing the downloaded information in the local registry database. 

21. (Currently Amended) The method of claim 18, further comprising 
refreshing the downloaded information in the local registry database when requested by 
the receiving e-mail server oorving the address e e . 

22. (Currently Amended) An e-mail server registry comprising: 

means for registering e-mail servers and domains authoriz e d to oond o mai l 
mosoageo ovor the Int e rnet ; 

an e-mail server registry database for storing information regarding tho rogiot o red 
o mail oorvoro and domains combinations of e-mail server identities and ass ociated 
domains that are authorized to send e-mail messages o ver the Internet, wherein each 
e-mail server identity in the registry includes bot h an e-mail server name as defined in 
the e-mail server's Domain Name Services (DIMS^ entry an d an Internet Protocol (IP) 
address ; and 

means for responding to queries from registered e-mail servers regarding ethef 
o mail oorvoro and/or domains whether Queried combin ations of e-mail server identities 
and associated domains are authorized to send e- mail messages over the Internet. 
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